
Bridging Organizations to the Cloud

Top 5 Reasons
Thunder Gateway is Your Best 
Choice when Using Cloud Services



Connectivity Requirements for Cloud

Enabling Cloud Services
Organizations around the world are adopting 
cloud services. However, many organizations 
in under-served markets cannot get access to 
secure, reliable Internet connectivity. As a result, 
they cannot migrate to the cloud as Internet 
downtime is not acceptable and dedicated cir-
cuits are cost prohibitive.

Thunder’s solution to this problem is to combine 
multiple, low cost Internet connections into a 
single virtual network. This approach enables 
organizations to leverage existing network infra-
structure while allowing them to create afford-
able, reliable connections that can be used in the 
financial, retail, healthcare, hospitality, profes-
sional services, and other industries.

Organizations adopting cloud solutions often 
want the benefits of cloud services without con-
sidering if their network is capable of supporting 
cloud migration. As a result, many organizations 
experience significant challenges due to network 
outages and slowness, cyber theft of financial 
information or resources, and missed business 
opportunities. These cloud challenges have the 
potential to cripple the entire organization and 
demand all organizations to reconsider their 
Internet security, reliability, and network agility.

Benefits of Cloud Adoption

Security – Cloud adoption means sensitive infor-
mation and systems are directly accessible from 
anywhere by anyone. Online predators often 
exploit a single vulnerability to take over entire 
business systems or steal information. 

Challenges Using Cloud Services
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Reliability – Without an Internet connection 
employee’s, partners, or customers may not be 
able to access critical systems on the cloud. Most 
Internet providers offer best effort circuits. This 
means the Internet providers are not financially 
responsible for damages caused by downtime.  

Agility – One of the great advantages of cloud is 
that services can be accessed wherever reliable 
connectivity is available. Organizations need to 
ensure their network is also flexible enough to 
take advantage of evolving customer demands. 

Damages related to cybercrime is pro-
jected to hit $6 trillion annually by 2021
- Cybersecurity Ventures 2019 Annual Report

The average cost of  business IT down-
time is $5,600 per minute due to lost 
revenue, productivity, and harm to repu-
tation
- Gartner - The cost of Downtime

MPLS circuits can take several months 
to deploy and cost orders of magnitude 
more than SD-WAN solutions



Reason 1.

Auto Encryption – Thunder automatically cre-
ates secure VPN tunnels between each office 
site and the controller in the cloud. In addition, 
custom tunnels can be configured to route spe-
cific cloud application traffic directly to a private/
public cloud. Traffic flowing within these tunnels 
is encrypted, so even if traffic is hi-jacked it will 
be unreadable.

Seamless Internet Connectivity
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1.Gateway virtualizes multiple Internet connections to provide seamless Internet connectivity for your 
Cloud services.
2. Security is critical with cloud migration and Gateway provides multi-layered comprehensive security. 
3. Gateway automates device provisioning and centralizes management to simplify network operations 
and increase an organization’s agility.
4. Intelligent Routing allows Gateway to optimize network resources for specific cloud applications.
5. Next Generation Gateway devices are future proof. All hardware supports Network Function Virtual-
ization and enables virtual applications to run on the devices.

Cloud services require a reliable Internet connec-
tion. However, not all organizations have access 
to low cost, high-reliability Internet. Gateway 
combines Internet connectivity from any trans-
port technology, including 3G/4G/5G LTE, Fiber, 
Cable, DSL, Microwave fixed wireless, and Satel-
lite. This hybrid approach allows organizations to 
create customized networks that can take advan-
tage of the benefits of each type of technology. 
For example, a hybrid connection of both fiber 
and wireless will make the office immune to 
fiber cuts and wireless rain fade. 

Gateway provides several routing modes to 
virtualize the Internet connections. These modes 
include Failover, Load Balancing, and Aggrega-
tion. Network admins can configure the solution 
to optimize the connections based on appli-
cation performance, cost, and overall speed. 
Integrated into the technology is a proprietary 
protocol that constantly monitors each Internet 
connection and optimizes performance based 
on predicted network resources. 

Reason 2.
Multi-Layered Security

Organizations adopting the cloud not only need 
reliability connectivity, but they also need world-
class security. Gateway integrates multiple layers 
of security to protect organizations from online 
threats. Each layer of security is designed to 
provide an additional layer of protection, making 
it more and more difficult to compromise the 
network. Security definitions and intelligence are 
updated every 5 minutes to ensure organiza-
tions are protected from new security exploits.



Reason 3.
Auto Provisioning & Remote Man-
agement
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Gateway technologies lower network operations 
costs and enable greater flexibility. This agility 
is achieved through a centralized controller that 
securely communicates with remote client devic-
es. For example, when deploying a new Gateway 
client, the device configuration is created on the 
controller using device templates.

Threat Detection – Gateway constantly scans 
network traffic to identify network anomalies 
and detect potential infections. Security risks are 
identified and sent to the network admin to take 
corrective action.
 
Threat Prevention – Thundercloud includes 
tools for whitelisting/blacklisting specific          
domains or IPs. These tools enable regulatory  
compliance and customized configurations.
 

Stateful Firewall – Gateway has an integrat-
ed firewall preventing traffic from entering the 
network on specific ports. In addition, Gateway 
tracks connections to make sure the sequence of 
events on each connection is valid.

This remote management capability combined 
with redundant Internet connections allows 
centralized network admins to remotely trouble-
shoot, monitor, and re-configure a single device 
or multiple devices. The controller also receives 
basis statistics on the network status and per-
formance. Advanced analytics and reporting can 
also be seamlessly accessed via the local report-
ing server. 

Once the device is connected to the Internet, 
it will automatically download its template and 
auto-provision.

Auto Provisioning Process

1. Client device serial number is added to the cloud controller
2. Client device connects to the Internet and contacts Thunder 
cloud to obtain its configuration and auto provisions
3. Client device securely connects to other network devices as well 
as the local reporting/aggregation server for on-going reporting



Reason 5.
Next Generation Hardware

Reason 4.
Intelligent Routing
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transition is due to cloud adoption, hardware vir-
tualization, and the availability of low cost, high 
performance CPU, Memory, and Storage. 

Unlike traditional routers, Gateway uses high-
end processors and powerful hardware compo-
nents designed to run virtual appliances. This 
high performance hardware enables Gateway 
to act as a local server, simultaneously running 
routing, security, communications, and manage-
ment controllers on one piece of hardware. 

As a result, organizations can deploy new ser-
vices at any site without having to deploy new 
hardware. This approach lowers OPEX and 
CAPEX costs for organizations and simplifies 
deployments for network administrators.

The Gateway hardware portfolio includes Gate-
way 20, Gateway 100, and Gateway X. Gateway 
20 is designed for satellite offices with up to 20 
users, Gateway 100 is designed to handle up to 
100 users and Gateway X is a virtual machine 
that can scale to thousands of users.

Gateway was designed to route traffic based 
on application type and to reserve network 
resources for specific cloud applications. ¬ This 
intelligent routing ensures end-to-end encryp-
tion between office locations and the cloud. Also, 
it ensures critical applications always have the 
network resources needed to function properly. 

Intelligent routing is increasingly becoming a 
network requirement as workloads and appli-
cations are moving to public and private clouds. 
For example, an organization’s ERP system is mi-
grated from being hosted locally to being hosted 
in a private cloud off-site. Intelligent routing can 
prioritize network resources specifically for that 
ERP system, preventing slowness even when 
connectivity demand is over capacity. 

Gateway is the Clear Choice

Organizations will continue to leverage cloud 
computing to improve their operations. As they 
do so, network outages, weak security, and rigid 
technologies introduce vulnerabilities that can 
cripple the organization. Gateway’s world-class 
technology suite protects organizations using 
cloud services by ensuring they can affordably 
access secure, reliable Internet connectivity.  

Over the next few years, intelligent edge hard-
ware will completely replace the legacy router 
hardware being used today. The reason for this 
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