
Software Defined Netwoking
Simplifying Connectivity for Smart Cities

It’s clear that smart cities are the future. The potential benefits include allowing 
our cities to be safer, healthier, and more efficient through leveraging IoT sen-
sors, big data analytics, and cloud computing.

In fact, many tech savvy cities have already started deploying local sensors at a 
massive scale to optimize everything from electricity usage to parking spaces. 

While specific applications and  IoT hardware are expected to vary, one chal-
lenge that all smart city deployments need to consider is the ubiquitous connec-
tivity required  to transmit all the senor data back to the cloud. This connectivity 
challenge is more difficult than it initially appears for the following reasons:

- Smart citiy deployments need reliable connectivy at an affordable cost
- Available last mile connectivity options vary depending on the location
- Bandwidth, Latency, and Jitter requirements vary for each application 
- Connectivity must be secure

Smart Cities Connectivity Challenge

The result of the connectivity challenge is that cities are 
forced to use expensive private line connections and 
design complex networks to support Smart City deploy-
ments. The time and cost associated with this complexi-
ty inhibits the deployment of smart cities. 

SD-WAN for Smart Cities

Software Defined Wide Area Networking (SD-WAN) tech-
nology is designed to simplify the connectivity challenge 
for smart cities. The technology provides smart cities 
with the option to leverage exisiting low cost connectiv-
ity instead of forcing vendor lock-in or requiring signif-
icant upfront planning to create smart city infrastruc-
ture.

SD-WAN is agnostic to the connection type, cities can 
leverage any available Internet connection including:

-  Wi-Fi Networks
-  4G/LTE Providers
-  Fiber, Cable, DSL, MPLS, etc. 

SD-WAN technology uses advanced networking soft-
ware to create a virtual network over existing network 
connections. As a result, cities can mix and match con-
nections to meet the given requirements for their smart 
city deployment. For example, connections over disper-
ate network providers can be aggregated to look as a 
single connection, setup to failover to improve reliabili-
ty, or be load balanced to handle variable traffic loads. 



Application Based Steering

One serious challenge smart cities face is the variability of network resource requirements for different smart city applications. Video based 
applications often require significant bandwidth, real time applications require low latency, and others often require very few packet drops. 
Cities must understand the network requirements of each application and ensure applications have the right network resources they need to 
operate sucessfully. SD-WAN solves that challenge through application based steering. As the name implies, application based steering allows 
different internet connections to be used depending on the application type. This technology is already proven in the enterprise market where 
application based steering is used to ensure VoIP traffic has access to low latency, high quality connections. 

Using the SD-WAN virtual network overlay, users can define custom rules for specific applications and SD-WAN software will route the traffic 
on a packet by packet basis. In addition, WAN connections are monitored and application based SLA’s can be configured to ensure applica-
tions have access to the required network resources. 

Increased Security 

Another major advantage of SD-WAN’s virtual network overlay is its 
ability to securely route traffic directly back to the city’s network. 

Data is sent within an encrypted private tunnel so while the data is 
going over public Internet connections, the data remains protected 
and private. In fact, the data is so secure that the Internet Service 
Providers themselves are not be able to sniff or decrypt the data 
going over their network. 



Public/Private Cloud Routing

Smart Cities rely on connecting IoT devices back to cloud applica-
tions. SD-WAN allows for direct connections to public, private, and 
cloud hybrid networks creating the bridge between the IoT sensor 
and the cloud. Each cloud route can be configured to ensure specific 
applications are optimized not only by network connection but also 
for cloud resources.

This flexibility allows smart cities to ensure sensitive data stays 
private, bulk data can be processed using low cost public cloud, and 
smart cities can quickly scale deployments as they grow.  

Summary

SD-WAN technology simplies smart city connectivity and should be considered for every Smart City deployment. The advantages include:

- Ability to mix and match internet connections
- Application based steering to optimize network resources
- Secure network tunneling to ensure data privacy
- Direct cloud routing 

These advantges afforded through SD-WAN not only enable cities to embrace smart city technologies sooner and at a lower cost, but more im-
portantly, it lets cities focus their resources on identifying and deploying the applications that will most improve the lives of their residents. 
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